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In the aftermath of the deadly Sept. 11, 2001
terrorist attacks, President George W. Bush supported
and Congress approved two of the most significant gov-
ernment reorganizations in decades—the creation of the
Department of Homeland Security (DHS) and the Office
of the Director of National Intelligence (ODNI).

DHS was a new super structure—the merger of 22 do-
mestic and law enforcement agencies and some 180,000
employees—designed to shore up the nation’s internal
defenses against terrorism. ODNI offered a different
model, the creation of a new director of national intel-
ligence (DNI) and supporting staff to oversee and help
coordinate the work of 16 separate intelligence agencies
that often operated in silos with little information shar-
ing. Both the domestic agencies and the intelligence com-
munity had been criticized for failing to detect and pre-
vent the 9/11 attacks.

To mark the 10th anniversary of 9/11, the Partnership for
Public Service, with Booz Allen Hamilton, interviewed
numerous leaders involved in the standup and operation
of DHS and ODNI, as well as outside experts and mem-
bers of Congress. We reviewed a variety of publications
regarding DHS and ODNI, and held a public forum that
featured former DHS Secretary Michael Chertoff, former
CIA Director Michael Hayden, former DNI Michael Mc-

Connell, former Congresswoman Jane Harman and Lisa
Brown, co-director of the Government Reform Initiative
at the Office of Management and Budget.

The purpose was to understand the management chal-
lenges, not the policy debates, involved in building these
two new government enterprises and to derive lessons
that can be applied to restructuring efforts today and in
the future, including the recent startup of the new Con-
sumer Financial Protection Bureau and the potential re-
organization of trade and export functions being consid-
ered by the Obama administration.

Our research offers a cautionary tale.

While the systemic and structural shortcomings at DHS
were significant, the majority of people we interviewed
felt the creation of the department was the right decision
and well worth the effort. But they acknowledged that
the merger initially resulted in mission overlaps and pol-
icy shortfalls, confused functional and operational roles
and responsibilities, dissatisfied citizens and employees,
intense political pressures and public scrutiny.

Our interviews and research presented a picture of DHS

leaders operating with the best of intentions in a crisis at-
mosphere, and with an unprecedented sense of urgency
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and determination to avoid another
terrorist attack. But they were ham-
pered by inadequate time to plan, to
put the complex new department
together and to build internal co-
hesion. They faced disorganization,
resistance from merged entities, turf
wars, low employee morale and a
wide range of management short-
comings involving procurement,
financial  controls, information
technology and the handling of con-
tractors—issues that remain today.

ODNI had its share of problems
as well, including uncertainty over
the power and authority of the di-
rector, and turf wars within the in-
telligence community. ODNI moved
cautiously with its buildup, taking
almost two years to reach full op-
erational capacity as it continued to
focus on immediate threats to the
nation. But it was hurt by a lack of
continuity at the agency, with four
different individuals serving as the
director of national intelligence
since its inception.

The individuals we interviewed
offered many insights into the man-
agement of these two new govern-
ment enterprises. Although DHS
and ODNI are quite different or-
ganizations in many respects, they
shared common management les-
sons. From our study, four basic
themes emerged that go beyond how
an agency is organized. They involve
the role of leadership and need for
across-the-board management buy-
in to the new order; intangible but
essential issues involving creation
of a new culture and value system;
the need to elevate the importance
of management issues as a means of
successfully implementing policy;
and the role of congressional and
White House politics in determining
the effectiveness of a new organiza-
tion.
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LESSON ONE

Chain of command is necessary,
but not sufficient

DHS followed the classic reorgani-
zation model of merging agencies
and functions into a new Cabinet
department with a secretary holding
formal chain of command author-
ity over a hierarchical organization.
The law creating ODNI, in contrast,
gave the DNI oversight responsibili-
ties, but not explicit authority over
the agencies and elements of the
intelligence community. Neither ap-
proach resulted in the kind of inte-
gration that had been envisioned by
supporters of these reorganizations.
So no matter what model is chosen,
reorganization requires something
more—strong leadership to articu-
late the mission and the reasons for
change, guide the transformation,
and meld together disparate enti-
ties and management approaches. A
crucial element in this equation in-
volves winning the hearts and minds
of the political and senior career
executives up and down the organi-
zational chart who must implement
the reorganization. If the leadership
corps is committed and held ac-
countable for both operational and
transformational objectives, prog-
ress can be made toward shaping a
new organization. But without such
buy-in, the wrong message will reso-
nate throughout the workforce and
the stakeholder communities, and
the odds of problems and failure will
increase dramatically.

LESSON TWO

The soft stuff is often the

hardest to tackle

Just as chain of command may be
a necessary but insufficient condi-
tion for a successful reorganization,
having a clearly defined mission
and a solid organizational structure
are not enough. The experience
of DHS and ODNI suggest it is the
soft stuff, or the intangibles, which
can be quite consequential—the vi-
sion, values and culture that must
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be embedded in the new organiza-
tion for it to gain traction and suc-
ceed. This requires the leadership
corps to communicate the culture
and values of the new organization,
while showing sensitivity to the
legacy cultures, histories and tradi-
tions of the merged entities. These
issues can become one of the most
potent sources of organizational
resistance, especially if their adher-
ents perceive that they are not be-
ing respected. Assimilating legacy
cultures requires a change manage-
ment strategy, and it takes more than
words and slogans. Shaping a new
culture means embedding the de-
sired values and behaviors into the
very DNA of the new organization—
its personnel policies and practices,
its formal and informal incentives,
its own ceremonies and rituals.

LESSON THREE

Management is central to mission

Reorganization leaders sometimes
give short shrift to the management
issues that are critical to a well-func-
tioning organization and the ability
to effectively carry out the mission.
That was especially the case with
DHS and ODNI, where our nation’s
security was at risk. In the early
days, that focus necessarily came
at the expense of developing inte-
grated management processes and
systems, a phenomenon illustrated
even in reorganizations of lesser
consequence. Legacy processes and
systems, like legacy cultures, pre-
serve and perpetuate the old order
and can be an organizational drag on
the new enterprise. Those processes
and systems matter. They deal with
critical issues such as who gets re-
sources (dollars and staff ), what gets
purchased, who gets promoted, and
perhaps most importantly, who gets
to make those decisions. If reorgani-
zation is to succeed, these must be
reengineered, not just for the sake of
greater efficiency, but specifically in
furtherance of the new order. This
means leaders of a new or reorga-



nized department must pay special
attention to the basic management
functions—areas like procurement,
information technology, human re-
sources and financial operations—
and use every lever possible to create
an integrated, enterprise-wide ap-
proach. This requires tying manage-
ment and business systems together,
finding ways to communicate across
boundaries to the entire depart-
ment, using personnel flexibilities,
incentives and other authorities to
further the goals of the reorganiza-
tion, and holding people account-
able for meeting management goals.
The process can be aided by a strong
implementation team for the day-to-
day management of the transforma-
tion that has the authority and re-
sources to help set priorities, make
timely decisions and move quickly
to implement decisions.

LESSON FOUR

While structure is important,

the organization’s super system
may be more so

If the experiences of DHS and ODNI
are any guide, the success or fail-
ure of reorganization may depend
on dynamics and relationships that
transcend the immediate borders
of the new department or agency.
A new government enterprise does
not exist in a vacuum, but must op-
erate within a super system of sister
departments, White House councils
and czars, and congressional over-
sight committees. While these insti-
tutional actors are rarely taken into
account by those who design a new
agency, they can have a profound im-
pact on those charged with building
and running the organization. This
means it will help if those chosen for
leadership positions have skills in
navigating the federal bureaucracy
and understand the Washington
political environment. A striking ex-
ample of the outside political forc-
es can be found in the crazy-quilt
congressional oversight of DHS, a
legacy that reflects and perpetuates

the fragmentation of responsibility
that the executive branch reorgani-
zation was meant to cure. The cur-
rent congressional arrangement of
some 88 committees and subcom-
mittees with jurisdiction reflects
the old order, not the new alignment,
and at times can undermine the for-
mal authority of the DHS secretary.
The Intelligence Reform and Ter-
rorism Prevention Act of 2004 also
left unresolved the fledgling ODNT’s
relationship with its super system,
preserving various management au-
thorities of the intelligence agencies
over critical levers such as person-
nel and budget, and making the suc-
cess of the DNI largely dependent
on personal relationships within
the government, particularly when
it comes to the president. Whether
or not leaders of a new agency have
the ability to change or influence the
political dynamic, those who cre-
ate and run these new government
entities must be aware of the super
system, how it may affect their plans
and what it may take to succeed.
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The Sept. 11, 2001 terrorist attacks that killed
more than 3,000 people in New York, Washington and
Pennsylvania shocked people around the world and
raised grave doubts about the ability of federal authori-
ties to protect the nation.

This seminal event set off a crisis atmosphere in Washing-
ton, prompting an intense political debate that led to the
creation of the Department of Homeland Security (DHS)
in 2003 and the Office of the Director of National Intel-
ligence (ODNI) in 2005. The purpose of these new two
entities was to increase information sharing, integration,
and coordination among the separate, often stove-piped
agencies involved in both reorganizations, in order to
better safeguard the nation and respond to emergencies.

To better understand the management challenges in-
volved in these historic efforts, and gather lessons for
future government reorganizations, the Partnership for
Public Service and Booz Allen Hamilton interviewed nu-
merous individuals instrumental in standing up and lead-
ing DHS and ODNTI, as well as congressional participants
and outside experts.

The creation of DHS and ODNI, and more recent govern-
mental changes, are part of a long history of federal re-
structuring—initiatives designed to make agencies more
effective, to unify similar missions, to address new chal-
lenges and to reduce costs or enhance and solidify power.

As recently as July 2011, the brand new Consumer Fi-
nancial Protection Bureau began operations as part of a
financial reform law passed by Congress in response to
the 2008 financial crisis. In addition, the Department
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of Health and Human Services has created new offices
to manage the sweeping 2010 health care law, and there
have been revisions in the management structure at the
Food and Drug Administration to meet new and growing
demands. The Obama administration is now considering
a significant reorganization that would merge many of
the government’s export and trade-related agencies as a
way to better focus government policy and assist Ameri-
can businesses in navigating the global marketplace.

Most government reorganizations are difficult, but the
establishment of DHS was unusual in its size, scope and
complexity. It involved the merger of 22 agencies and
180,000 employees, representing the largest and most
complex government reorganization since the creation
of the Department of Defense (DOD) a half century ear-
lier. In one official act, DHS became the third largest
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federal government entity behind
the Defense and Veterans Affairs de-
partments.!

DHS was charged with protect-
ing against threats to America’s safe-
ty and security, including preventing
another terrorist attack. The merger
brought together agencies respon-
sible for securing the borders, pro-
tecting the coastlines, ensuring air-
line and port security, protecting the
president, regulating immigration,
providing emergency management
for natural and man-made disasters,
safeguarding industrial facilities and
transportation networks, and syn-
thesizing intelligence.

White House homeland security ad-
viser, was confirmed by the Senate
as secretary of the department on
Jan. 22,2003, sworn in two days later
and then literally had to build a ma-
jor enterprise from the ground up.

“So, on the 24th of January, Secre-
tary Tom Ridge walked into a double
cubicle at 18th and G, which was a
transition office, and he was the de-
partment,” said Thad Allen, then the
Coast Guard chief of staff and later
its commandant. “We sent a Coast
Guard warrant officer over, and we
gave him a Coast Guard travel card
so he could travel.”

Our interviews and published re-

analyze terrorism information about
national security threats.

“A key lesson of September 11 is
that America’s intelligence agencies
must work together as a single, uni-
fied enterprise,” President Bush said
during a Dec. 18, 2004 White House
ceremony to sign the legislation.

Since it began operations in 2005,
ODNI has been hampered by legal
ambiguity regarding the extent of its
control over the intelligence com-
munity’s budget and personnel, and
it has encountered resistance—of-
ten overt, sometimes covert—from
members of the intelligence agen-
cies that it is charged with oversee-

Congress ordered the new department’s start-up just 60 days after the Nov. 25, 2002
enactment of the law, leaving little time to plan and organize, or even to confirm
appointees to top departmental positions.

Congress ordered the new de-
partment’s start-up just 60 days af-
ter the Nov. 25, 2002 enactment of
the law, leaving little time to plan
and organize, or even to confirm ap-
pointees to top departmental posi-
tions. After the final congressional
vote, U.S. Comptroller General Da-
vid Walker warned, “It’s going to
take years in order to get this depart-
ment fully integrated—you’re talking
about bringing together 22 different
entities, each with long-standing
traditions and its own culture.”> He
was quite right.

Tom Ridge, the former congress-
man, Pennsylvania governor and

1 Beryl Radin, Federal Government Reorga-
nization: A Policy and Management Perspec-
tive, Jones & Bartlett Publishers: 2009; and
“Department of Homeland Security Facts for
March 1, 2003,” U.S. Department of Home-
land Security Office of the Press Secretary,
Mar. 2, 2003

2 Philip Shenon, “Threats and Responses:
The Reorganization Plan; Establishing New
Agency is Expected to Take Years and Could
Divert It from Mission.” The New York Times,
Nov. 20,2002

ports have painted a picture of a new
department that faced innumerable
challenges, ranging from the lack of
a strategic focus to bureaucratic in-
fighting, low employee morale and
dysfunctional management systems
and processes dealing with every-
thing from procurement and financ-
es to information technology and
human resources.

As DHS was struggling to find
its footing, Congress created the
ODNI to oversee the nation’s 16 in-
telligence agencies. Based on the
July 2004 recommendations of the
9/11 Commission that investigated
the terror attacks, the law created a
new director of national intelligence
(DNI) to coordinate the activities of
the nation’s intelligence community
and to replace the head of the CIA
as the president’s chief intelligence
adviser. The law also created a coun-
terterrorism center to integrate and

3 Former Commandant of the Coast Guard,
Admiral Thad Allen is a member of the Part-
nership for Public Service’s Board of Direc-
tors.

ing. The law envisioned the DNI to
be the president’s chief intelligence
officer, but it has not always worked
out that way when relationships
trumped legislative intent.

Nonetheless, a number of posi-
tive steps have been undertaken to
foster coordination and information
sharing, and to create an integrated
intelligence enterprise.

The individuals who were deeply
involved in building and running
DHS and ODNI were well-inten-
tioned, hardworking, dedicated and
patriotic, and all of them expected
that they would encounter unprec-
edented roadblocks and setbacks
along the way. That turned out to
be the case. This report recounts
some of their personal experiences
and insights about problems they
confronted, the potential pitfalls in-
herent in starting a new agency, the
strategies they employed and some
of the hard lessons they learned that
may help those embarking on future
government reorganizations.

MANAGEMENT LESSONS OF 9/1

5



MANAG
—SSONS O

9

Creating a new government agency, whether
from scratch like ODNI or by merger and acquisition like
DHS, is difficult to accomplish, time consuming, expen-
sive and disruptive, no matter how well it is managed and
planned. It can result, at least initially, in mission gaps,
dissatisfied citizens and disengaged employees. To suc-
ceed, it often requires the expenditure of political capital,
the melding of different cultures, the creation of shared
values and new ways of doing business, and re-engage-
ment of citizens and stakeholders. Many times, the archi-
tects do not build flexibilities into the new organization,
focusing on the current needs or the immediate crisis
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without giving managers the ability to easily adapt to
changing conditions and needs.

While solid organizational arrangements and clear le-
gal authorities are necessary ingredients for successful
organizations, we found that far more is needed. Those
involved in the creation and operation of DHS and ODNI
pointed to leadership strategies, the creation of new
workplace values and cultures while respecting past his-
tories, the need to place a high priority on management,
not just policy, and the ability to navigate Washington’s
tricky political waters as important factors in implement-
ing new governmental arrangements.



LESSON ONE

CHAIN OF COMMAND IS NECESSARY,
BUT NOT SUFFICIENT

The typical federal response to
crisis is to reorganize, and most
government reorganizations follow
a classic pattern: various agencies,
units and functions are merged into
a new or expanded agency or depart-
ment, with a Cabinet secretary, di-
rector or administrator vested with
formal chain-of-command author-
ity over a hierarchical organization.
The Homeland Security Act of 2002
followed this classic model, which
was based on the assumption that
giving chain-of-command author-
ity to the secretary would provide
sufficient clout to make the new de-
partment work. The Intelligence Re-
form and Terrorism Prevention Act
of 2004, in contrast, did not give the
DNI traditional chain of command
authority over the agencies and ele-
ments of the intelligence community,
and as a result, successive directors
and their staff had to be far more
creative in trying to exercise author-
ity and break down the barriers to
cooperation that existed on 9/11.

But the DHS and ODNI expe-
rience teaches us that far more is
needed, and that neither approach
worked to bring about the kind of in-
tegration that both laws envisioned.

No matter what model is chosen,
our interviews made clear that any
reorganization requires a strong
leader, someone at the helm who is
able to articulate the mission and
the reasons for change, guide the
transformation, and meld together
disparate entities, management ap-
proaches and leadership teams. It
also helps, of course, for the new de-
partment or agency to have the full

backing and support of the presi-
dent.

While a coherent organizational
arrangement with clear lines of au-
thority and responsibility is neces-
sary, there was a broad consensus
that it is absolutely critical for the
politically-appointed leaders and
the senior career executives up and
down the organizational chart to be
fully on board with the new mission.
Without such buy-in, the wrong
message will resonate throughout
the workforce and the stakeholder
communities, and the odds of prob-
lems and failure will increase dra-
matically. It also can be helpful if the
heads of a new department or agen-
¢y can pick their own senior team—
a luxury not always afforded by the
White House or civil service rules—
and hold them accountable for both
operational and transformational
objectives.

Ronald Sanders, the former Chief
Human Capital Officer at the ODNI,
said his experience with the intelli-
gence community made it clear that
top management must be absolutely
committed to the new organiza-
tion. He said it is “about winning the
hearts and minds of career leaders,
many of whom were there before
and would be there long after the
new secretary moves on.”*

“If you get the leaders on board,
then that cascades throughout the
organization. You can’t ignore the

4  Former Chief Human Capital Officer for
the DNI, Ronald Sanders collaborated with
the Partnership for Public Service on this re-
port in his role as a Booz Allen Hamilton se-
nior executive advisor.

frontline folks, but leaders shape the
day-to-day work environment. So if
you reshape your leadership corps,
you begin to reshape and transform
the organization,” Sanders said.

Stephen McHale, the deputy ad-
ministrator of the Transportation
Security Administration (TSA) from
the time of its creation in 2002 un-
til August 2004, agreed. He said top
leaders not only need a vision that
gets driven down through the entire
organization, but “people must un-
derstand that their careers rise and
fall on whether in fact they are part
of this group or not.”

Ridge faced infighting,
management disunity
Ridge came to the job as secretary
of DHS in 2003 after having been a
member of Congress, the governor
of Pennsylvania and the homeland
security adviser at the White House.
During his two years at DHS,
Ridge sought to infuse his new de-
partment with a sense of unity, pur-
pose and esprit de corps, and to
brand it as “One DHS.” But Ridge
faced turf wars, challenges to his
departmental authority and politi-
cal pressures from the White House
and Congress, all the while working
with a small staff and trying to direct
members of a management team and
agency heads that were not always
of his own choosing.

“The notion that everyone was go-
ing to join hands and sing ‘Kumbaya,
I don’t think anybody in our leader-
ship expected that to happen. And it
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didn’t,” Ridge told the Washington
Post in 2005.°

The seeds of this discontent may
have been sown in creating the team
to lead the department.

The passage of the Homeland
Security Act in late November 2002
came just before Congress headed
home for a long recess, virtually
guaranteeing delayed confirmation
of nominees for departmental lead-
ership positions. A good deal of the
planning for the department had
been done by White House staff be-
fore Ridge or any members of his
team were even chosen.

prepare for what was ahead or even
to get on the same page as a team.
Before 2003 ended, England left
and was replaced as deputy secre-
tary by James Loy, a former com-
mandant of the Coast Guard and the
first head of the TSA. By the end of
2004, with DHS still facing serious
management problems and Presi-
dent Bush ready to start his second
term, many of the top leaders were
already heading for the exits. This
included Ridge, Loy, Frank Libutti,
the undersecretary for Information
Analysis and Infrastructure Protec-
tion, and Inspector General Clark

convened the heads of the key DHS
components to ensure they were on
board with the department’s broad-
er mission, were being held account-
able for both bureau and depart-
mental goals, and understood the
roles and issues facing each of their
counterparts.

Chertoff said he sought to create
a sense of shared objectives among
members of his leadership team. He
said this led to frequent joint plan-
ning, joint strategizing and joint
discussions among top component
leaders. These sessions in turn be-
gan to forge his leaders into a team—

The one great lesson I learned was that the biggest mistake people make is that if
someone is not on board, they try to move them or come up with some compromise
where they’re doing something else. My observation is that never works.”

To ensure top managers were in
place when the department opened
its doors, the Bush administration
picked a number of individuals from
other agencies who had already
been confirmed by the Senate and
could move to DHS and begin work
pending their official DHS confir-
mation hearings.

For example, Gordon England
came from the Department of the
Navy to be the deputy secretary. Asa
Hutchinson arrived from the Drug
Enforcement Administration to be-
come undersecretary for Border and
Transportation Security, while Janet
Hale was brought over from the De-
partment of Health and Human Ser-
vices to be undersecretary for man-
agement. All of these individuals
were thrust into difficult situations
without adequate time to plan and

5 Susan B. Glasser and Michael Grunwald,

“Department’s Mission Was Undermined
from Start.” The Washington Post, Dec. 22,
2005
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Kent Ervin. The lack of leadership
continuity made the battle for the
hearts and minds of the workforce
that much more difficult.

Chertoff imposed

management discipline

Ridge was succeeded by Michael
Chertoff, a former prosecutor and
judge, who immediately began re-
organizing the headquarters in part
to ensure greater mission alignment
among members of his senior lead-
ership team. That nascent effort was
sidetracked by the fallout from the
mishandling of Hurricane Katrina in
New Orleans, an event that exposed
the weaknesses at the Federal Emer-
gency Management Agency (FEMA)
and the department itself, and led to
the resignation of FEMA Director
Michael Brown.

Chertoff absorbed harsh criticism
after Katrina and quickly refocused
his leadership approach, ensuring
that either he or his deputy sec-
retary, Michael Jackson, regularly
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— Judge Michael Chertoff

something that formal chain-of-
command authority alone did not
accomplish.

But obtaining this cohesion re-
quired a serious shake up. Jackson
said that when Chertoff took over at
DHS two years into its existence, he
found legacy people from old organi-
zations. “I would say that some were
just plain tired and others didn’t feel
a wholehearted commitment to the
new organization,” said Jackson.

Jackson said there had been 26
direct reports to the secretary when
Chertoff arrived. “I think about six
months into Chertoff’s tenure, we
had replaced all but maybe five or
six,” said Jackson

Chertoff’s actions to replace
members of the DHS hierarchy, and
normal turnover of political appoin-
tees resulted in more than half of the
senior employees at the headquar-
ters, both career and those politi-
cally-appointed, either resigning or
transferring to another department



between 2005 and 2006.° TSA and
FEMA also experienced high attri-
tion rates for senior career execu-
tives.”

Chertoff said he learned that to
succeed as aleader, he needed to use
both the carrot and the stick. “The
one great lesson I learned was that
the biggest mistake people make is
that if someone is not on board, they
try to move them or come up with
some compromise where they’re
doing something else. My observa-
tion is that never works,” said Cher-
toff. “All you have is an angry person
in the tent. If it’s not working, what
you’ve got to say is, you know, this
is not working out and it’s time to
leave.”

Legal authorities and

personalities mattered at ODNI

At ODNI, there were challenges get-
ting the new organization up and
running while ensuring intelligence
support for a nation engaged in war,
and ambiguities surrounding the
DNT’s authority over the various
agencies, personnel and budgets.
In short, there really wasn’t a clear
chain of command, so the ability of
the DNI to exercise formal author-
ity over the intelligence community
was problematic at best.

Michael Hayden, a former deputy
director of national intelligence and
later CIA director, said that because
the intelligence reform law was
vague, it was essential for the first
DNI, John Negroponte, to set the
tone and assert his authority from
the beginning.

“T went to John Negroponte early
on and I said, ‘I need you to move
$20 million dollars’ T was his dep-
uty, he was the DNI, and we were
maybe four months into it. He said,

6  “Homeland Security: DHS’s Actions to
Recruit and Retain Staff and Comply with the
Vacancies Reform Act.” GAO, Jul. 2007

7  “Homeland Security: DHS’s Actions to
Recruit and Retain Staff and Comply with the
Vacancies Reform Act.” GAO, Jul. 2007

‘Oh, okay, what’s the problem?’ I
said, ‘T don’t know. I just need you
to move $20 million. I want you to
move some money. I want you to go
out and stretch those muscles and
make everyone know you are mov-
ing money. I'll find something good,”
said Hayden.

Negroponte did not go along with
Hayden’s suggestion. “The DNI was,
perhaps, wiser than I was and pre-
ferred to slowly build consensus,”
said Hayden.

Hayden also said it was important
for the DNI to communicate directly
with the heads of the different intel-
ligence agencies, not through inter-
mediaries, including departmental
secretaries and staff. He said that in
the military, “commanders talk to
commanders,” and he believed that
leadership of any large organiza-
tion should follow this rule. In other
words, act like you have chain-of-
command authority, even if it’s not
clear that you do.

Although the legislation creating
ODNI limited the authority of the
director, a number of people that we
interviewed said personal relation-
ships and personalities can make a
big leadership difference and help
overcome flaws in the law.

Hayden said this was the case
when he was CIA director and Mi-
chael McConnell was the DNI. The
two men had a long history together,
saw eye-to-eye on many issues and
had a solid working relationship
that was aided by the cooperative
approach taken by then-Defense
Secretary Robert Gates (himself a
former CIA director and long-time
colleague of both Hayden and Mc-
Connell), whose department con-
trolled a large percentage of the U.S.
intelligence budget and capabilities.

This was not the case at the start.
There were extensive reports detail-
ing how Defense Secretary Donald
Rumsfeld influenced the legislation
in 2004 to deny the DNI as much au-
thority over intelligence operations
and the budgets as originally envi-

sioned, and how he later consolidat-
ed his authority and expanded the
Pentagon’s traditional intelligence
missions. Congressional Quarterly
Weekly reported in a Mar. 23, 2007
story that Rumsfeld set up his own
parallel intelligence capability and
that Negroponte was “no match for
Rumsfeld’s hard-nose infighting.”®

Former Congresswoman Jane
Harman also said those who have
held the DNT’s post have lacked the
formal clout that they needed, mak-
ing the job of integrating historically
independent and secretive intelli-
gence agencies that much harder.

“Congress intended that the DNI
serve as a principal intelligence ad-
viser to the president. This has never
really happened,” Harman, the for-
mer head of the House Intelligence
Committee, said during the June
2011 forum hosted by the Partner-
ship for Public Service and Booz Al-
len Hamilton.

8 Tim Starks, “New Players, New Hope for
Intelligence Comity.” Congressional Quarter-
ly Weekly, Mar. 23,2007
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LESSON TWO

THE SOFT STUFF IS OFTEN
THE HARDEST TO TACKLE

Just as chain of command may
be a necessary, but insufficient, con-
dition for a successful reorganiza-
tion, having a clearly defined mis-
sion, a solid organizational structure
and resources are not enough. The
experience of DHS and ODNI sug-
gest that it is the soft stuff, or the
intangibles that can be quite conse-
quential—the vision, values and cul-
ture that must be embedded in the
new organization.

There are two dimensions to
these intangibles. First, and most
obviously, the leadership needs to
lay out the vision for the organiza-
tion, and communicate the kind of
culture and values that will give that
vision life. No less important is being
sensitive to the legacy cultures and
subcultures of merged agencies—
their histories and traditions, their
rituals and ceremonies, their stories,
and how they may comport or con-
flict with those of the new culture.

These issues can become one
of the most potent sources of or-
ganizational resistance, especially
if those from the merged entities
perceive that they are not being re-
spected. Assimilating these legacy
cultures requires a change manage-
ment strategy, and it takes more
than words and slogans in a strategic
communications campaign. Shaping
a new culture requires embedding
the desired values and behaviors
into the very DNA of the new orga-
nization—its personnel policies and
practices, its formal and informal
incentives, its own ceremonies and
rituals.
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Loy said that from his perspec-
tive, a first order of business was to
ensure that the entire DHS work-
force fully understood the mission
and vision of the new department,
and how their jobs fit into the larger
framework

“From bottom up and top down,
you need clarity of intent that can
be documented and communicated,”
said Loy.

McConnell agreed. “What is it
I'm trying to do? Once you agree to
that, get it nailed down and are com-
fortable with what it is, you have to
be very specific about mission, roles
and objectives,” he said. “Then you
have to turn your attention to values.
They are what are going to drive the
culture of whatever it is you are ei-
ther creating or reorganizing.”

Loy said Ridge and about 60 peo-
ple in leadership positions held an
off-site conference during the early
days of DHS to “truly understand
what the defined purpose of the new
department was all about and why.”
Although the legislation spelled
out specific functions, he said, the
group sought to come up with a way
to define the mission that would be
easily understood by all of the agen-
cies. Like McConnell, Ridge and Loy
sought to communicate the raison
d’etre of their new department at a
fundamental level.

“Words like ‘awareness’, ‘protec-
tion’, ‘prevention’, the notion of ‘a
God-forbid event’, ‘response and re-
covery,” said Loy. “They became un-
derstandable words that everybody
in the room could see their work in
those words one way or another.”

BOOZ ALLEN HAMILTON

About a year later, DHS issued its
first formal department-wide strate-
gic plan that spelled out the depart-
ment’s vision and mission, core val-
ues and guiding principles.

Vision runs into reality at DHS

But laying out a vocabulary, repeat-
ing this mantra and later embed-
ding those core values in the depart-
ment’s strategic plan turned out not
to be sufficient.

For example, Fran Townsend,
the former White House deputy na-
tional security adviser in the Bush
administration and later homeland
security and counterterrorism ad-
viser, pointed to the struggles of
the department’s nascent domestic
intelligence unit, created to thwart
another terror attack.

“T watched DHS at various steps
struggle with its own identity with
the intelligence capability. It just
didn’t know what it wanted to be,”
said Townsend.

“At various times, it struggled
with wanting to be a mini-CIA, as
well as assuming an intelligence
role as it relates to the state and lo-
cal components, which is why it had
been created,” she said. “Then when
it figured out that was its mission, it
then struggled for turf with the FBI,
which was a much more mature, es-
tablished organization. That wasn’t
very productive.”

This was not the only clash of vi-
sion and cultures.

William Jenkins, director of
GAO’s homeland security and jus-
tice issues, said the poor response
to Hurricane Katrina in 2005 was



due to many factors, including the
lack of clarity about the roles of the
FEMA administrator and the secre-
tary of DHS in leading the response
to a catastrophic natural disaster. He
said this reflected a general confu-
sion about FEMA’s place within a
department focused on terrorism,
not natural disasters.

“FEMA’s resources were dimin-
ished during a pre-Katrina DHS
reorganization, and a demoralized
FEMA staff, many with years of
disaster response experience, left
FEMA,” said Jenkins. “By the time

isfied, from the uncertainties created
by the reorganization to disruptions,
changed assignments, leadership
turnover and labor relations issues.
Dealing with such concerns, and
bringing employees on board can be
critical, but requires time, attention
and hard work.

Townsend, for example, pointed
out that much of the DHS headquar-
ters staff was at least initially de-
tailed from the component agencies.
So from the point of view of the staff,
Townsend said, questions arose
about who people were working for

aware of this fact, and sought to
“celebrate that history while creating
the new culture around the mission
of securing the homeland.” Despite
their best efforts, there were slip-
ups.

Early on at DHS, for example,
there was a plan to have common
uniforms for the law enforcement
side of the department. “I thought
the Border Patrol would en masse
walk out and quit. They had a proud
history,” said Townsend.

Sen. Susan Collins (R-Me.) said
something as basic as DHS having

Having been a career person in the federal government for decades, it really does
matter who is responsible for my professional development and my evaluation
and my promotion potential and opportunities.”

that Katrina hit, FEMA had almost
one in four positions vacant.”

DHS also experienced high levels
of employee dissatisfaction, a re-
flection of what can happen during
a major reorganization, and why it
is important to find ways to engage
employees in the transformation
and get their buy-in to the changes
and the new mission and value sys-
tem.

The Best Places to Work in the
Federal Government® rankings, pub-
lished by the Partnership for Public
Service and based on a federal em-
ployee survey, placed DHS 29 out of
30 departments and large agencies
in the 2005 and 2007 rankings.

The 2005 and 2007 rankings gave
DHS low marks in matching em-
ployee skills to the agency mission,
in teamwork and in effective lead-
ership. The 2010 rankings, the most
recent, ranked DHS 28 among 31 de-
partments and large agencies.

There were a number of other
reasons why employees were dissat-

and how it would impact their jobs
and careers.

“Having been a career person in
the federal government for decades,
it really does matter who is responsi-
ble for my professional development
and my evaluation and my promo-
tion potential and opportunities. So
when you are detailed outside your
home agency, you immediately feel
sort of at risk,” said Townsend. “It’s
the ‘who’s my daddy’ problem.”

“There was a lot of uncertainty to
that and it took a lot longer at DHS
to sort through than anticipated,”
said Townsend. She said issues like
this are not always avoidable, but
suggested that leaders need to “an-
ticipate and plan for it” if they want
to speed the transformation process.

Hale, the first undersecretary
for management, said the agencies
brought into DHS such as the Coast
Guard, Customs Service, Secret Ser-
vice and many others had their own
traditions and cultures. She said
Ridge and other DHS leaders were

— Frances Townsend

a functional headquarters build-
ing that could house most or all of
the component agencies was lack-
ing, and slowed progress in creat-
ing common ground. She said DHS
agencies even today are spread out
all over Washington, with the head-
quarters located five miles from the
White House in a cramped and aus-
tere complex of buildings once used
by the Navy. Having a real headquar-
ters or campus, Collins said, would
have made a big difference right
from the start.

“I think it would have helped unify
the culture. It would have improved
communication among the agencies
because they would have been simi-
larly situated and it would have fos-
tered an identity,” she said.

ODNI builds its workforce culture

At ODNI, Sanders said the leader-
ship did not try to alter the traditions
and core values of the various intel-
ligence agencies. But he said ODNI
worked hard to develop a broad
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sense of shared mission among the
agencies and sought feedback re-
garding a core set of principles that
could be accepted over time across
the community and further the goal
of integration.

“So we came up with a common
core set of values—courage, col-
laboration and commitment—that
didn’t supplant those of the individ-
ual agencies, but were intended to
be overarching,” said Sanders. “We
then built them into the appraisal
system, and now people are evalu-
ated on whether they demonstrated
these core values.”

He also said ODNI developed a
set of medals, awards and decora-
tions that were given to people who
demonstrated these values, noting
that such an effort may seem trite,
but had a “psychic value that was off
the charts.”

Even as it sought to create a sense
of unity and common values and cul-
ture among the nation’s intelligence
agencies, ODNI’s employees suf-
fered from their own identity crisis.
Given the need to stand up ODNI
quickly, find the right people, clarify
authorities, break down resistance
and develop working relationships
throughout the intelligence com-
munity, ODNT’s own organizational
identity and culture became prob-
lematic.

McConnell said that when ODNI
was being set up, a call was put out
to the intelligence community and
other federal agencies: “We need
people, so everybody come.” The
former DNI said the result was that
“we got people who knew nothing
about intelligence, absolutely noth-
ing, but they showed up because the
word on the street was, ‘If you're a
GS-13 and you want to be a GS-14,
ODNI is hiring.”

McConnell said “the lesson is to
be very selective in who you hire and
retain,” and “work through the cul-
tural issues.”

Sanders had a slightly different
take. He said many people who came
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to ODNI were seen as expendable
by their own organizations or were
frustrated by their jobs. In such situ-
ations, Sanders said, “you may not
get the best people, but you also get
revolutionaries.”

“You have people who want to
change things,” he said. “They hadn’t
been very good at that where they
were. Sometimes that was because
there was so much bureaucracy that
they couldn’t do it

“You got people who went to DHS
headquarters who wanted to help
stand up this great, brand new de-
partment and save the country. It
was the same thing at ODNI. They
weren’t necessarily the best, but
again, if there is a choice between
mind-set and skill set, I'll go for
mind-set.”

Intelligence community (IC)
employees were vague

on ODNJ’s role

As the leaders of ODNI worked to in-
culcate that vision and new culture,
they faced many difficulties.

In November 2008, for exam-
ple, ODNTI’s inspector general said
employees still did not have a clear
sense of direction, were confused
about the lines of authority and felt
the responsibilities of different in-
telligence agencies overlapped.

“The majority of the ODNI and
IC employees (including many se-
nior officials) whom we interviewed
were unable to articulate a clear
understanding of the ODNI’s mis-
sion, roles, and responsibilities with
respect to the IC. ODNI employees
voiced confusion about the lines of
authority within the ODNI,” the in-
spector general said.’

The lack of understanding and
buy-in, the inspector general sug-
gested, stemmed in part from the
“lack of clear communication to

9  Edward Maguire, “Critical Intelligence
Community Management Challenges.” Office
of the Director of National Intelligence, Of-
fice of the Inspector General, Nov. 12, 2008
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the IC of the ODNI staff’s authori-
ties.” The inspector general said this
lapse “encouraged some agencies to
go their own way, to the detriment
of the unified and integrated intel-
ligence enterprise” envisioned by
intelligence reform law.

Joint duty used as a means of
creating a common culture of
collaboration

One means to change the culture and
mind-set at ODNI was to attempt
to build an intelligence community
workforce that would not be insular,
and that would more readily share
information and collaborate across
agency lines. To that end, Congress
mandated that the DNI set up a ci-
vilian version of the military’s con-
cept of joint duty. This was based on
the premise that individuals could
not move up in the senior ranks of
the intelligence community unless
they worked for a time outside their
own agency or took part in a joint ac-
tivity with another intelligence unit.

Sanders said this proposal went
through a two-and-a-half-year ges-
tation period and was initially met
with resistance because of ambigu-
ous statutory authorities, but key
personal relationships between Mc-
Connell, Gates, Hayden, and James
Clapper, the Pentagon’s undersecre-
tary for intelligence, broke that legal
logjam, and the program was imple-
mented in 2007 with the signing of
an inter-agency treaty.

Despite questions over whether
the DNI could actually enforce the
terms of that agreement, Sanders
said the program has made headway
toward creating a common culture
of collaboration in the intelligence
community. He said it covers the
community’s entire senior executive
and senior professional positions,
with more than 12,000 professionals
earning joint duty credit as of 2010.



LESSON THREE

MANAGEMENT IS CENTRAL TO MISSION

When it comes to priorities,
reorganization leaders tend to put
mission first, second and third. That
was especially the case with DHS
and ODNI, where our nation’s se-
curity was at risk. In the early days,
that focus necessarily came at the
expense of developing integrated
management processes and systems,
a phenomenon we have observed
even in reorganizations of lesser
consequence.

Legacy processes and systems,
like legacy cultures, preserve and
perpetuate the old order, and while
they may have worked well in the
past, they can act as an organization-
al drag on the new enterprise. And
those processes and systems matter.
They deal with critical issues such
as who gets resources (dollars and
staff), what gets purchased, who
gets promoted, and perhaps most
importantly, who gets to make those
decisions. If a reorganization is to
succeed, these must be reengineered,
and sooner rather than later, not just
for the sake of greater efficiency, but
specifically in furtherance of the
new order.

This means that the leaders of
a new or reorganized department
must pay special attention to the
basic management functions—areas
like procurement, information tech-
nology, human resources and finan-
cial operations—that are critical to
a well-functioning organization and
the ability to effectively carry out
policy.

Leaders need to use every le-
ver possible to create an integrated,
enterprise-wide approach, by tying

management and business systems
together, finding ways to communi-
cate across boundaries to the entire
department, and using personnel
flexibilities, incentives and other au-
thorities to further the goals of the
reorganization. This requires dis-
cipline around reorganization, and
holding people accountable not only
for operational goals, but manage-
ment goals as well, they said. The
process can be aided by a strong
implementation team for the day-
to-day management of the transfor-
mation with the authority and re-
sources to help set priorities, make
timely decisions and move quickly
to implement decisions.

While well aware of these basic
principles, the leaders of DHS were
strapped for time, resources and
staffing, and often subject to circum-
stances beyond their control that in-
hibited their ability to get the man-
agement systems right.

Collins, one of the sponsors of
the DHS law, said Ridge was trying
to stand up the department in the
middle of a crisis, and “didn’t have
the luxury of doing a slow roll out
with every 4’ dotted and ‘t’ crossed
and people in place and technology
and headquarters all set up.”

“We had to move the agencies
lock, stock and barrel into the new
department and there was a lot of
resistance. So that exacerbated the
problems,” she said.

Ridge made the same point to Na-
tional Public Radio in January 2008.

“We had little time to begin the inte-
gration process that is necessary for
any such aggregation of people and

assets and technology,” Ridge said.
“If we [had] been the private sector,
we probably would have had a year
or ayear and a half.”°

DHS headquarters

poorly organized

McHale said that once DHS came
into being, there were constant bat-
tles at headquarters about how to
divide responsibilities and functions
of many of the merged agencies
even though there had been a basic
plan in place. He said the task was
complicated by the decision to break
apart and rearrange functions of the
Customs Service and the Immigra-
tion and Naturalization Service by
creating three new agencies—Immi-
gration and Customs Enforcement
(ICE), Citizenship and Immigration
Services (CIS), and Customs and
Border Protection (CBP).

“A huge part of the problem that
DHS faced in its first three years is
that it hadn’t got itself organized
as a department, while there was
still chaos in the agencies below it,”
McHale said. “You need to focus
on the headquarters operation first
rather than dismantling and reorga-
nizing the entities that are coming
in. It’s fine to transfer functions and
fold entities into a new organization,
but don’t start fiddling around with
them until you really understand
each of those organizations.”

Hale, the undersecretary for man-
agement, said DHS executives were
simultaneously trying to settle on
the structure of the new department,

10 Pam Fessler, “DHS Still Dogged by Ques-
tions Over Effectiveness.” NPR, Jan. 14, 2008
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decide what new positions should
be created and the responsibilities
that would accrue to those jobs, and
then fill these slots with capable
people—all time-consuming endeav-
ors. During this time, she said, im-
portant policy decisions were being
made, new programs were created
and budget expenditures were be-
ing prioritized, all as the department
was responding to various crises.

“We were involved in a merger,
acquisition, dot-com startup and
international conglomerate all at
once,” said Hale. “We had to figure
out which fires to put out first.”

Hale said she came to the job as
undersecretary for management
with “no department-wide set of ser-
vices” available to the merged agen-
cies. She said the early days involved
dealing with the basics, including
getting the list of all 180,000 em-
ployees who were transferred into
the department and making sure
they were paid. She said they had
to determine all the assets and the
services that were coming to the de-
partment and negotiate memoran-
dums of understanding with each
component of what functions would
be taken over and which would stay
in the old departments and for how
long.

“There were over 2,000 different
services provided by different or-
ganizations that needed to be rec-
onciled, and a process created to
integrate them into the department,”
said Hale. She said it took three years
to sort out the transfer and payment
of services from the sending depart-
ments to DHS.

According to Allen, at the Coast
Guard alone there were over 170 line
items to adjudicate between DOT
and DHS, “everything from how
we obtained passports to telephone
switching systems to running the
shuttle to the Metro and working
capital funds.”

Allen also pointed out that vari-
ous components of DHS were at
different stages of their life cycles
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and had quite different management
needs.

“Some, like Secret Service and
the Coast Guard, were moved fully
intact. Others such as Customs and
Border Protection, and Immigration
and Customs Enforcement were
merged from legacy Treasury and
Justice Department agencies,” he
said. “Some were made out of whole
cloth such as the Domestic Nucle-
ar Detection Office and the Office
of Science and Technology Policy,
where people were asking, “‘Where
is my desk, where is my cell phone,
do I have a pager, where do I park,
what’s my zip code?” “The chal-
lenge was blending cultures, work
rules and management structure,”’
Allen said. He said the process was
exacerbated by the lack of an “inte-
grating implementation team at the
department.”

At TSA, McHale said a set of
implementation plans were devel-
oped when it was first created after
9/11, but these plans were disrupted
when it moved from DOT to DHS.

“We had a plan just to get through
the first year, which was to meet all of
these congressional deadlines. Then
we had plans for two to three to four
years out,” said McHale. “And I think
it’s fair to say that the plans for years
two, three, and four were all delayed
by at least 12 months because of the
creation of DHS.” He said this was
the result of the new DHS manage-
ment overseeing TSA, additional
congressional committees having
a say over what was taking place,
funding challenges and a variety of
other factors involved in the merger
that disrupted forward progress.

There were other basic practical
management problems that were
difficult to overcome, including co-
ordinating the department’s policy
positions among the various compo-
nent agencies.

“When we saw the homeland se-
curity law, we didn’t even have a pol-
icy shop to stand up. So what hap-
pened? We had little policy shops,
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you know, popping up all over the
department,” said Loy. “It took four
years before Congress authorized a
policy organization.”

While the range of issues and
management challenges facing DHS
were enormous, Loy said that he and
Ridge tried to create a disciplined
agenda that distributed responsibil-
ity and accountability. But he added
that there always were distractions
or a crisis that sidetracked plans for
some temporary period of time.

“It’s your ability to get back on
the path that is really important,”
he said. “So the notion of a strategic
planning process must be inherent
in your organization.”

But even by early 2007, the Gov-
ernment  Accountability  Office
(GAO) said the DHS strategic plan
still did not link resource require-
ments to goals and objectives, and
did not involve key personnel to en-
sure that resources were being used
to address the highest priorities.!

Another early setback for DHS
was the inability of the leadership to
allocate resources for capital invest-
ments and personnel expenditures,
or even understand the true cost of
operations.

Richard Stana, director of home-
land security and justice at GAO,
said agencies came into DHS with
different levels of competence and
fighting among themselves for bud-
get dollars. To the detriment of the
organization, there was little man-
agement discipline in this regard.

“And instead of DHS senior execu-
tives directing resources where they
should have, they allowed the agency
heads to fight it out a little bit more
than they should have,” said Stana.

11 “Homeland Security: Management and
Programmatic Challenges Facing the Depart-
ment of Homeland Security” GAO, Feb. 6,
2007



DHS management functions had
serious flaws

DHS faced serious problems right
from the start with its financial, pro-
curement, information technology
and human resources operations be-
cause of the merger. None of these
systems were fully integrated within
and across the department or its
components. The task of unifying
systems would have been difficult
under any circumstance, but it was
made more challenging because a
number of the components, includ-
ing INS, TSA, the Customs Service,
FEMA and the Coast Guard, brought
with them at least one major prob-
lem such as strategic human capital
risks, information technology man-
agement issues, or financial manage-
ment vulnerabilities.”?

gration and transformation of the
department—back office functions
such as financial management, the
human capital system, finding a per-
manent headquarters and enterprise
architecture for the information
technology. She said she had teams
working in each of these areas. Un-
fortunately, she said, the issues were
complicated and took longer than
many would have liked.

But even after two years, the GAO
reported that DHS did not have “a
strong and stable implementation
team for the day-to-day manage-
ment of the transformation.” The
GAO said such a team was needed
with the necessary authority and re-
sources to help set priorities, make
timely decisions, and move quickly

tems and 17 unions. The expectation
was that the new personnel systems
would be rolled out within months
after DHS began operations, but it
ended up taking some two years to
even begin phasing in some of the
new processes.™

Part of the reason was that the
department found itself in difficult
battles with employee unions over
workplace rules, including disputes
over pay, personnel and disciplinary
systems that resulted in strained re-
lationships and litigation that at first
delayed and subsequently altered
some of the proposed plans.

The leaders of DHS also tried to
bring coherence to the department’s
information technology systems, but
the task proved quite difficult.

On the human resources side of the equation, managers had to reconcile

15 basic and 12 special pay systems, 10 hiring methods, eight overtime pay rates,
seven different payrolls and benefit systems, five locality pay systems,

19 performance management systems and 17 unions.

Loy said he worked very hard to
ensure that acquisition, IT and hu-
man resources were run efficiently
and effectively.

“We were making a very concert-
ed effort in the new organizational
structure to allow that to become
just as much a part of this identity of
one team, one fight as the mission-
accomplishment stuff on the front
page,” said Loy. “In the back room, I
became sort of the prince of broken
crockery, because I had to break a
lot of crockery to convince agency
heads and elements in the new orga-
nizational structure that optimizing
utilization of taxpayer dollars was
part of our responsibility.”

Hale said there were 10 major
milestones important for the inte-

12 “Homeland Security: Management and
Programmatic Challenges Facing the Depart-
ment of Homeland Security” GAO, Feb. 6,
2007

to implement decisions.”

The GAO pointed out that DHS
established a Business Transforma-
tion Office by the spring of 2005, but
at that point it said the office was
“not currently responsible for lead-
ing and managing the coordination
and integration.” It said DHS agreed
with the finding.

As it began operations, DHS faced
management dilemmas at every turn.

For example, on the human re-
sources side of the equation, man-
agers had to reconcile 15 basic and
12 special pay systems, 10 hiring
methods, eight overtime pay rates,
seven different payrolls and benefit
systems, five locality pay systems,
19 performance management sys-

13 “Homeland Security: Overview of De-
partment of Homeland Security Management
Challenges.” GAO, Apr. 20, 2005

“Because they didn’t set up a sepa-
rate implementation team and struc-
ture to manage the department and
run the small stuff at the bottom, the
chief information officer got called
when a senior leader’s BlackBerry
didn’t work,” said Allen. “You’ve got
the CIO that probably needs to be
thinking about how they are going
to share intelligence on the border
and TSA screening actually hav-
ing to manage setting up the phone
system, get pagers and BlackBerries.
You needed the equivalent of a mis-
sion support command. They didn’t
have one.”

Allen also said that building de-
partment-wide IT systems takes
resources. But instead of seeking

14 Harold C. Relyea, “Homeland Security:
Department Organization and Management—
Implementation Phase.” CRS Report for Con-
gress, Jan. 3, 2005
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FIGURE 1
Who became part of the Department of Homeland Security (DHS)?

DHS merged 22 agencies and 180,000 employees in an effort to protect against threats to the nation’s safety and
security, including preventing another terrorist attack.
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Who became overseen by the Office of the Director of National Intelligence (ODNI)?

FIGURE 2
ODNI was created by Congress to oversee and help coordinate the work of 16 separate intelligence agencies that
traditionally operated independently and did not share information. ODNI is headed by a director of national intel-

ligence, who is designated as the president’s chief intelligence officer.
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additional funds to assist DHS in
improving its information technol-
ogy systems, Allen said the Office of
Management and Budget proposed
“taking $100 million, collectively, off
all the agencies for IT consolidation
savings.” He said this was counter-
productive.

Hale said the CIO initially had
to obtain an inventory of all the
systems used by the department’s
22 agencies and begin to prioritize
those that needed to be upgrad-
ed, retained or replaced, a process
that took time. Hale said it was es-
sential to understand the business
reasons behind each legacy system
and approach. She said the leader-
ship didn’t want to make informa-
tion technology decisions without
understanding the full implications
of each move, which often involved
hundreds of millions of dollars and
important missions, such as keeping
track of people crossing the borders
or boarding airplanes.

At TSA, McHale said one of the
problems they faced was a procure-
ment staff that was too small for the
enormous workload, resulting in ju-
nior contract officers each handling
hundreds of millions of dollars in
business. “The result was something
that always has to be avoided, which
was we had contractors supervising
contractors supervising contractors,”
he said.

Duncan Campbell, chief of staff
to Ridge, said the need to prevent
another terror attack always took
precedence over basic management
issues. “So I know on days we were
raising the threat level, T wasn’t de-
voting any of my time to ensuring
we were thinking about the procure-
ment system,” said Campbell. “Noth-
ing else mattered other than keeping
us safe. So it had to take the priority.”

DHS also had problems on the fi-
nancial side of the ledger.

When Jackson came to DHS as
deputy secretary in 2005, he met
with the chief financial officer, the
undersecretary for management and
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the inspector general, and told them
he wanted to have a clean financial
audit the following year. Jackson
said he was “laughed out of the
room.”

“T was told it’s too complex and
there’s too much broken and it will
take too much money and too much
time, and that we would not get
there for many years,” Jackson re-
called.

Chertoff said part of the problem
integrating the management systems
at DHS was the “resistance from the
components to give up their control
over their own IT and their own fi-
nance and their own procurement.”

“And part of the difficulty is re-
cruiting people to do these jobs, be-
cause now you have a lot of competi-
tion in the private sector,” he said.

ODNI faced procurement, IT and
financial management challenges
Although quite different from DHS,
ODNI has also had difficulties bring-
ing about the integration of some
key management functions for the
intelligence community.

The 2008 inspector general’s
report cited earlier found “a wide-
spread need for improved manage-
ment oversight in the acquisition
process.” It said ODNI’s acquisition
oversight efforts, which were one of
the management authorities most
hotly contested by the other Cabi-
net departments in the intelligence
community, lacked formal policies
and processes, and suffered from in-
stances of noncompliance, cost and
schedule overruns.

In addition, the report said ODNI
had not been able to deal with many
financial inadequacies plaguing the
intelligence community, including
a lack of a comprehensive financial
management strategy, unreliable,
disparate and antiquated financial
systems as well as internal control
weaknesses.

It also said the intelligence com-
munity’s IT systems were “largely
disconnected and incompatible,”
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operating on “multiple networks
that lack interoperability and had
no standard architecture supporting
the storage and retrieval of sensitive
intelligence.””® These involved man-
agement processes, systems, and
authorities jealously guarded by the
other Cabinet departments, further
hampering ODNT’s integration and
coordination efforts.

Officials at ODNI were well aware
of these problems, and set goals and
timetables to deal with a range of is-
sues that included improving busi-
ness practices, technology and ac-
quisition.

Collins, however, said one of her
biggest surprises regarding ODNI
was how “difficult it has been across
the intelligence community to work
out the information technology, just
the technology, much less the in-
formation-sharing protocols.” The
senator said there are no integrated
search capabilities, and people still
are not getting access to information
they need.

15 Edward Maguire, “Critical Intelligence
Community Management Challenges.” Office
of the Director of National Intelligence, Of-
fice of the Inspector General, Nov. 12, 2008



LESSON FOUR

WHILE STRUCTURE IS IMPORTANT,
THE ORGANIZATION'S SUPER SYSTEM
MAY BE MORE SO

If the experiences of DHS and
ODNI are any guide, the success or
failure of reorganization may de-
pend on dynamics and relationships,
formal and otherwise, that tran-
scend the immediate borders of the
new department or agency.

When new government enter-
prises are created, the architects
often concentrate on the nuts and
bolts of the organization itself, and
do not look holistically at the broad-
er political environment. But a new
department or agency will not exist
in a vacuum. It operates as part of a
super system of sister departments,
White House councils, czars and
congressional oversight committees.
While these institutional actors are
rarely taken into account by those
who create a new agency, they can
have a profound impact on those
charged with building and running a
new organization.

This means that those chosen for
leadership positions at a new de-
partment or agency should have the
skills to navigate the federal bureau-
cracy, operate in the Washington en-
vironment and understand change
management of complex organiza-
tions.

Perhaps the most striking ex-
ample of that impact of the political
forces can be found in the crazy-quilt
congressional oversight of DHS, a
legacy that reflects and perpetuates
the fragmentation of responsibility
within the executive branch that led
to 9/11. The current congressional
arrangement mirrors the old order,
not the new alignment, and in do-
ing so preserves long-standing back-

channels to Capitol Hill that poten-
tially dilutes the formal authority of
the DHS secretary.

The Intelligence Reform and
Terrorism Prevention Act of 2004
also left unresolved the fledgling
ODNT’s relationship with its super
system—the agencies and elements
of the intelligence community, and
more importantly their parent Cabi-
net departments. Indeed, the law
preserved the various management
authorities of the intelligence agen-
cies over critical levers such as per-
sonnel and budget, even as it vested
overlapping authorities in the DNT.

The result has been ambiguity
and bureaucratic friction, and made
the success of the DNI largely de-
pendent on personal relationships
within the government, particularly
when it comes to the president.

ate and run these new government
entities must be aware of the super
system, how it may affect their plans
and what it may take to succeed.

We examine these often powerful
political forces that sometimes were
manageable and at other times were
beyond the control of those running
DHS and ODNI.

Congress restructured the
executive branch, but failed

to reform itself

There was broad agreement among
those we interviewed that the re-
organization of an agency or de-
partment requires simultaneous
congressional reform, meaning
Congress should consolidate or re-
arrange its own oversight responsi-
bilities to conform to the new orga-
nizational structure of the executive
branch. The reason, they said, is to

Approximately 88 Capitol Hill committees and
subcommittees have authority over DHS, and there has
been no move toward consolidation of the oversight.

While access to the president can
equal influence, White House czars,
special assistants for homeland se-
curity and counterterrorism, and
entities like the Homeland Security
Council all affect that access in both
formal and informal ways, and can
impact the effectiveness of the reor-
ganization. Whether they have the
ability to change or influence this
important dynamic, those who cre-

create more focused oversight and
direction, and to minimize conflict-
ing demands that can come from
multiple Capitol Hill power centers.

Unfortunately, Congress has been
reluctant to change the way it does
business, and the committees and
their chairman have been unwill-
ing to cede jurisdiction and power
to mesh with the executive branch
changes.
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Collins, one of the authors of
DHS legislation, said the “single big-
gest failure” and “disappointment”
dealt with the inability of Congress
to undertake its own reorganization.
Approximately 88 Capitol Hill com-
mittees and subcommittees have
authority over DHS, and there has
been no move toward consolidation
of the oversight.

“There are a proliferation of con-
gressional subcommittees and full
committees that have a piece of the
department. That complicates the
authorization process and compli-
cates prioritization of programs and
the funding,” Collins said.

Collins said that she and Sen. Jo-
seph Lieberman (D-Conn.) brought
the congressional reform issue to
the Senate floor during the 2002
DHS legislative debate, but encoun-
tered “tepid support from the lead-
ership.” She said they badly lost the
legislative fight, and today she sees
no movement for such reform.

Chertoff said the large number
of congressional committees with
jurisdiction over DHS was a distrac-
tion for him and the functioning of
the department. “It’s not just the
amount of time spent on reporting,
it’s the conflicting direction,” said
Chertofl.

“In the House, in particular, a
committee would call leaders up,
and they’d be kind of berating them,
‘Why aren’t you doing x, y and z?
And then they would go in front of
the Homeland Security Committee,
and they’d say, ‘Why are you doing a,
b and ¢,” recalled Chertoff.

The 9/11 commission recom-
mended that Congress create one
permanent committee in the House
and one committee in the Senate for
the oversight of homeland security.
It said the fragmented nature of the
oversight was “perhaps the single
largest obstacle impeding the de-
partment’s successful development.”

The commission also recom-
mended intelligence  oversight
should be conducted either by a
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joint House and Senate committee
or single committee in each house
of Congress that combined the cur-
rently separate authorizing and ap-
propriations authorities. As in the
case of DHS, these proposals were
never adopted.

Testifying before the Senate
Homeland Security and Govern-
mental Affairs Committee on Mar.
30, 2011, Lee Hamilton, who served
as vice chair of the 9/11 commission,
said streamlining the “fractured”
congressional oversight would “ad-
vance the unity of effort in the in-
telligence community and within
DHS.” He said both DHS and the
intelligence community have made
substantial progress since the reor-
ganization, but he warned there is “a
tendency towards inertia in all bu-
reaucracies and vigorous congres-
sional oversight is just imperative to
ensure that they remain vigilant and
continue to pursue needed reforms.”

Getting the legislation right
The enabling legislation that estab-
lishes a new agency or department
can lay out the basic organizational
structure, provide flexibility or re-
straints, and outline the authorities
that can greatly influence what can
and cannot be accomplished. While
it’s helpful to have a solid organiza-
tional chart, many of the leaders we
talked to said that it was even more
important to have flexibility to im-
plement a reorganization in terms
of issues like personnel, budget and
procurement, and to have sufficient
authority to carry out the mission.

The legislation establishing
ODNI to a large degree limited the
authority of the DNI over budgets
and personnel—a judgment made
following a congressional battle be-
tween those who wanted a stronger
director and those who sought to
maintain the Defense Department’s
prerogatives over a large part of the
intelligence community.

Hayden said the forces at play
during the ODNI legislative debate

BOOZ ALLEN HAMILTON

involved balancing two important
requirements for the intelligence
community—having “unity of ef-
fort for the whole and autonomy
of action for the parts.” He said the
judgment was made after 9/11 that
there was too little cooperation and
coordination among the intelligence
agencies, and that the balance had to
shift in that direction of “unity of ef-
fort.”

“And that’s what the legislation
tried to do. That is very hard. It
got shot at from left and right as it
moved through the Congress, and
came up at least a brick shy of a load
in terms of what it was they had in-
tended to do,” said Hayden. “So we
ended up with new structure that
had the opportunity for more glue,
but didn’t make it inevitable.”

Townsend said ODNTI was “a little
bit hamstrung by its own statute”
because it “didn’t have the teeth to
it that people had really advocated”
in terms of authority over the budget
and personnel.

“I think it was hobbled by that
from the very beginning. As a re-
sult, the power of the position de-
pends on the DNTI’s personality and
own presence, and his relationship
with the president,” said McCon-
nell, speaking at the Partnership
forum, in agreement with this view.
He said the final legislation gave the
DNI less authority over how intel-
ligence community money is spent
and the ability to direct the move-
ment and promotion of personnel
than initially envisioned—a result
that was in large part due to for-
mer Rep. Duncan Hunter (R-Calif.),
who had served as chairman of the
House Armed Services Committee,
and who agreed with the views of
Defense Secretary Rumsfeld.

“Hunter chaired the committee
overseeing defense, so the primary
focus was to protect the authorities
of the secretary of defense,” said
McConnell. “If you look at the com-
munity, about 65 percent or so of the
resources are in the Department of



Defense, and they are Department
of Defense agencies. So the whole
effort was to protect the secretary’s
priority and to not allow the DNT to
have a voice.”

He said this affected the DNTI’s
power in many ways, including
blocking his ability to mandate that
those seeking to be promoted to se-
nior ranks in the intelligence com-
munity have an assignment outside
their home agency.

So we wanted to do joint duty in
the community, and the way the law
was written, it said I had to prove
that I was not usurping the power
of a Cabinet officer before I can do
that,” said McConnell. Because the
DNI has no mechanism to enforce
the joint duty requirement, McCon-
nell said, it has not been as effective a
tool as it could be in promoting com-
munity integration and cooperation.

out his responsibilities under this
executive order and under statute,
shall not impinge upon the authori-
ties of Cabinet-level officials;” said
Hayden. In other words, the super
system managed to preserve the am-
biguous status quo.

Congress: ally or antagonist?
Members of Congress can be allies
or make life difficult for any agency
leader, and getting support in the
early life of a new agency can be
quite helpful.

McConnell said a smart legisla-
tive strategy is not to view lawmak-
ers as the enemy, but to cultivate and
engage them, and build allies.

“I see the Hill as a source of
money, and if you’re going to be suc-
cessful, you’ve got to have money. I'd
rather go up and make my case and
have a relationship and be trusted

No one’s going to vote for that. But
it’s easy to cut your IT budget or
your management budget or your
finance budget,” Chertoff said. “And
what’s ironic is when they do that as
a way of complaining that you’re not
managing the department efficiently.
They say you’re not managing pro-
curement, so we’re going to cut your
procurement staff so you can man-
age it less well. That was a persistent
problem.”

A number of those we inter-
viewed also cautioned that leaders
of a reorganization should not to
expect instant success or create un-
realistic expectations in Congress
once a new agency opens its doors or
hold out the promise of saving mon-
ey right from the get-go. They sug-
gested having a long-term strategic
plan and priorities, and establishing
a small set of achievable short-term

I see the Hill as a source of money, and if you’re going to be succesful, you've got
to have money. I'd rather go up and make my case and have a relationship and be
trusted instead of treating them like the bad guys.”

Hayden, McConnell and others
sought to place a new interpretation
on the law and enhance the DNI’s
overall power by revising the 1979
Executive Order 12333 that governs
roles, missions, and relationships
among the intelligence community
agencies and elements. The revi-
sions would have said that “the DNI
shall be presumed not to be imping-
ing on the authorities and the pre-
rogatives of Cabinet level officials”
in carrying out his duties. But they
lost this battle when the other de-
partments, from staff lawyers all the
way up to Cabinet secretaries, pro-
tested this as an incursion on their
authorities.

“The final version that was agreed
to simply said, “The DNI, in carrying

instead of treating them like the
bad guys,” said McConnell. “If they
see you as an honest, trusted adviser
who will speak truth to power, they
are much more willing to engage
with you and meet you half way.”

But this tactic does not always
work. Chertoff said he was often
pulled in many different directions
as he sought to do his job and allay
legislative concerns, and had oc-
casions when lawmakers were so
unhappy with a particular policy
or decision or breakdown that they
sought to punish his department
through the appropriations process
in ways that were counterproduc-
tive.

“They are not going to cut back on
the Border Patrol by 1,000 people.

— Admiral Michael McConnell

goals that can be presented to Con-
gress as marks of progress and that
can be built upon in the future.

The role of the president

is crucial

Any leader trying to deal with a com-
plex reorganization will need the
backing of the president in terms of
resources, personnel decisions and
during both internal and external
political disputes. It always helps,
but is not always possible, to have
access to the president in key situ-
ations and to try and leverage that
backing to further the reorganiza-
tion and mission of the new organi-
zation. Yet even with direct access
to the president, Ridge found that
various interveners in the super sys-
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tem, from White House staff to other
Cabinet secretaries, could undercut
his agenda and effectiveness at DHS.

During the Bush administration,
for example, the handling of the ter-
ror threat became a central theme in
the 2004 presidential election, and
this played itself out in a number of
ways regarding the role of the DHS.

Loy said the White House at
times sought to micromanage the
department. As deputy secretary,
Loy said, he was called monthly to
the Office of Management and Bud-
get to confer with Clay Johnson, a
top Bush lieutenant, and “report on
about 1,000 things.”

“Can you imagine the staff work
attendant on the department’s end
of composing the report that I had
to go verbalize and make to Clay?”
said Loy.

In The Test of Our Times, Ridge’s
book about his tenure as homeland
security adviser and DHS secretary,
he asserted that he did not have the
kind of clout that he needed at the
White House. For example, Ridge
said he lobbied the White House pri-
or to Hurricane Katrina to replace
Brown as head of FEMA and to open
a homeland security regional office
in New Orleans, but was rebuffed in
his effort to assert authority over his
own department and its operations.
16

In addition, Ridge wrote that
when disputes between DHS and
the Department of Justice came to
the attention of the White House, he
usually lost the battles. He cited as
an example his effort to change the
name of the Bureau of Immigration
and Customs Enforcement to the
Bureau of Investigations and Crimi-
nal Enforcement as a way of unifying
the law enforcement components,
but was overridden after Ashcroft
and FBI Director Robert Mueller

16 Tom Ridge with Lary Bloom, The Test of
Our Times: American Under Siege...and How
We Can Be Safe Again. Thomas Dunne Books,
New York, 2009

24 PARTNERSHIP FOR PUBLIC SERVICE |

protested to the White House. He
also wrote that he was often kept
in the dark by the FBI on some in-
formation, and would “occasionally
get blindsided at my daily, morning
meetings with the president” when
he would ask about something he
had learned and “I often hadn’t a
clue what he was taking about.”

McHale said the White House
also intervened on behalf of the Se-
cret Service after Ridge made the de-
cision that all DHS criminal investi-
gative authority would be controlled
through ICE, meaning that the Se-
cret Service would lose its author-
ity to investigate counterfeiting and
some financial crimes.

“That lasted about a week,” said
McHale. “Ralph Basham, the direc-
tor of the Secret Service, made one
phone call, and the secretary got one
phone call, and that decision was re-
versed.”

DHS regional plan undercut by
forces from within and without
Ridge also found it difficult to cor-
ral activities taking place outside the
Beltway, with many of his agencies
having different states and locations
comprise their regional structure.
FEMA, for example, had 10 regions,
while CBP operated with 20 patrol
sectors and 17 management centers.
The Coast Guard maintained five
districts while CIS had three.

Ridge wanted DHS to have uni-
fied regions throughout the country
for DHS components and provide a
single contact point for state, local
and private sector interactions with
the department. Others from within
the component agencies, the White
House, and Congress did not share
the same aggressive interest in or-
ganizing the department regionally,
and the plan remained on the shelf.

“Governor Ridge was deeply com-
mitted to developing a regional
construct for the department. He
pressed hard to establish this re-
gional blueprint for the department
across the nation. We had come up
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with a plan for DHS regions, and that
plan still exists today. It just needs
to be implemented,” said Campbell,
Ridge’s chief of staff.

The White House and ODNI
McConnell had not been part of
President Bush’s inner circle, but
he was able at times to leverage his
daily access with the president to
further his agenda as DNI, includ-
ing convincing the president to back
spending billions of dollars on the
cybersecurity threat. McConnell
also had previous ties and a good
working relationship with Gates, the
defense secretary; Clapper, the Pen-
tagon’s undersecretary for intelli-
gence; and Hayden, the CIA director,
enabling him to better exercise de
facto authority over the intelligence
community.

In contrast, Dennis Blair, the
third DNI, did not have strong back-
ing inside the Obama White House
and lost power struggles when the
president backed then-CIA Director
Leon Panetta on a number of impor-
tant issues.”

At the Mar. 30, 2011 hearing be-
fore the Senate Homeland Security
and Governmental Affairs Commit-
tee, Collins said that the situation
today suggests that John Brennan,
the assistant to the president for
homeland security and counterter-
rorism, has more leverage with the
president on intelligence matters
than Clapper, the current DNT.

Hamilton, the 9/11 commission
vice chairman, responded that there
is sufficient authority in the law for
the DNI to be the top intelligence of-
ficer, but he said it will not be exer-
cised if the president does not “step
in with regard to his (the DNI’s) au-
thority in the intelligence commu-
nity over budget, and over personnel
and over transfer of funds within the

17 Mark Mazzetti,“Facing a Rift, U.S. Spy
Chief'to Step Down.” The New York Times, May
20,2010



budget. And so far as I can see, that
really has not been done.”

In addition, Hamilton noted that
no matter what the law says, the
DNI must not only compete with
top level White House advisers, but
must deal “with some pretty power-
ful players—the secretary of defense,
CIA director—and if they get a de-
cision within the bureaucracy they
don’t like, they’ll go directly to the
president.”

“So the DNI may have authority,
and he may try to exercise it, but he
has to exercise that authority with
extraordinary skill and discretion.
And these are all major players with-
in the administration, and so that
power has to be very skillfully exer-
cised,” said Hamilton.

McConnell said having clearer
authority for the DNI written into
law would be helpful, but he added
that getting the support from the
president is an entirely different
matter.

“The president is going to talk to
whoever he or she pleases, and you
can say ‘til the cows come home that
the president shall consult with so
and so,” McConnell said at the pub-
lic forum in June. “If the president
really doesn’t want to take that ad-
vice, that person may walk into the
Oval Office, and the president can
sit and go, ‘Uh-huh, uh-huh, and it’s
not going to make a difference,” said
McConnell.

Clearly, one of the biggest hurdles
and challenges in reorganization is
navigating the political system, and
using the levers of power to carry
out the mission and vision for the
new organization.
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As is evident from the standup of DHS and ODNI,
the creation of new government agencies is a difficult
process. Study after study has shown that the vast major-
ity of business mergers fail to achieve the desired results
or add value, and government reorganizations certainly
come with their own special set of challenges.

As we enter a period in Washington of budget austerity
and reductions in government programs and services,
there may be a strong urge to consolidate agencies, and
look for savings and greater efficiencies through reorga-
nization.

But transforming government agencies can be extremely
disruptive, consume enormous energy, divert attention
from important policy initiatives and at least in the short
run, cost extra, not less, money.

Successful reorganizations also require far more than
simply creating a new organizational structure and pro-
viding legal authorities. Our study found that merging
government agencies requires developing and communi-
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cating a clear vision; unifying managers, employees and
very different cultures into a common mission; integrat-
ing complex and different financial, human resources
and technology systems; changing relationships with im-
portant stakeholders; and navigating a complex political
system.

Our experts also warned that reorganizations often take
place to deal with the crisis of the moment, not necessar-
ily the one that may be waiting down the road, and there-
fore do not always incorporate the kind of flexibilities
needed to adapt to a changing environment.

Charles Rossotti, the former IRS commissioner who led
that agency’s successful reorganization in the 1990s, said
there need to be ironclad reasons for a government re-
structuring that can be fully explained and justified. At
the same time, he cautioned, government leaders should
realize that no matter how much preparation or focus
they bring to the job, “it’s not going to be quick, it’s not
going to be free, it’s not going to be easy and it’s not going
to be painless.”
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